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Protect intellectual property (IP) with  
flash memory security 
Securing access to corporate intellectual property (IP) and other data is essential to business integrity.  
In most cases, corporations prepare themselves against malicious attacks that can dramatically impact 
revenue and productivity. However, another issue, that of preventing accidental overwrites, is less  
publicized. But from a system designer’s perspective, this is critical to protecting system functionality. 

Protecting IP and data with flash memory

Flash memory can protect IP and data on two fronts:

•  Flash memory can be secured against corruption or modification,  

    whether accidental or intentional (malicious).

•  Flash memory can protect intellectual property in software and  

    firmware from unauthorized copying or cloning.

Methods to protect IP and data

Designers can protect IP and data on flash through various methods. 

First, hardware solutions can be implemented through special features 

built into a flash memory subsystem. Second, software solutions can be 

executed to block read and modify access to the flash device.

Block locking 

Locking blocks, either by setting a bit or pulling a pin to a certain  

voltage, will make it more difficult to write or erase code and data 

stored in the flash array. 

Prior to executing a modify command, the flash chip will check the bit 

corresponding to the block that is to be modified to confirm if the com-

mand is allowed. If the bit is not in the correct state for modification, 

the flash chip will not execute the command, and the code or data will 

not be changed.

One-Time Programmable (Permanent lock protection)

Designers can prevent parts of their code from being modified  

by permanently locking flash sectors following the initial programming. 

Thus, those blocks are One-Time Programmable (OTP).

After programming the device, the designer can set flash blocks so they 

cannot be erased or written. OTP is very useful with system boot code 

as it ensures the memory blocks are non-corruptible. 

Modify protection

Blocks in the flash memory device can be tagged to be protected from 

modifications, ensuring the blocks can only be written to or erased 

when the tag bit is changed. To protect the block, either a command is 

given to change the tag bit or in more sophisticated systems a pass-

word is used, usually 64-bit. The flash device will only allow modifica-

tion of the contents when the password entered matches the stored 

password in the flash.

IP protection (Read protection)

Blocks within the flash device, or the entire chip, can be set to prohibit 

reading. This would prevent copying of the IP (Intellectual Property)  

stored on the chip.

Flash Memory Facts

Flash memory is non-volatile memory that can retain data 

without connection to a power source.

Flash is typically measured in Megabits (Mb).

Each flash memory device is divided into blocks that can  

easily be erased or programmed.
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Flash security in action 

Flash provides several  methods to protect against data corruption,  

IP cloning and theft. Consider these scenarios.

Accidental code modification

Designers of set top boxes (STB) know that a service provider will likely 

install additional software on the system. To ensure the additional  

software doesn’t inadvertently corrupt the code in the system, the  

designer can lock the boot code using OTP to protect the boot code  

and basic functionality of the system. If the added software doesn’t 

function cleanly with or inadvertently attempts to overwrite the  

original code , the code may become corrupted.

Internet attack

Today’s internet environment is a hotbed for malicious attacks. Hackers 

can target flash memory in a router to “brick it”, or erase the boot  

sector in the flash to make the router non-functional. If the flash 

memory sector is protected at the hardware level, with a process called 

block locking, the hacker would have to reset the voltage on the pin to 

make the change. Block locking would prevent the attack from modify-

ing or erasing protected memory blocks. 

IP cloning

IP can be viewed as equivalent to a company’s business strategy.  

Take for example a company that designs fiber optic add-in boards that 

include a processor and flash memory on the board. A competitor cop-

ies, or ‘clones’, the hardware design and is attempting to copy the code 

stored in the flash memory. If the original company programmed the 

flash memory to require a 64-bit password to unlock it, the competitor 

attempting to clone the code would only see zeros. Read protection 

schemes such as this also allow for modification protection.

Service theft

Loss of revenue can be crippling to a business. In the case of a cable 

service provider, billing for premium services adds to the revenue 

stream. To enable customer access to premium services, the service 

provider programs the flash. However, the customer can make copies of 

the flash chip and distribute these copies to others. If the original flash 

chip employs read protection, the customer is not able to copy the flash 

successfully—the code would copy as all zeros and would not function. 

Another solution the service provider can utilize is to employ a key  

that must match between the processor and the flash device. Even if 

the customer copies the flash, it would not work in other systems.  

The processor and flash keys would not match since each flash key  

is unique.

Numonyx flash security support 

The broad range of Numonyx memory products delivers innovative 

security options to protect against malicious and accidental code ac-

cess. For simple hardware block locking, volatile software block locking, 

One-Time Programmable solutions, and high-end IP protection, look  

to Numonyx for the right flash memory security solutions to meet  

your business challenges.

For more information about protecting IP and data with Numonyx 

Krypto® Security Technologies, and other NOR flash memory security 

features, please contact your Numonyx sales representative, or visit 

numonyx.com

Numonyx NOR Flash Security Features

Security Technology

Protection Against

Protection Type

Krypto® 
Flex Lock

System Protection
Write & Erase Protection

Intellectual Property Protection
Read, Write, Erase Protection

Accidental Code 
Modification

Krypto®
Password Access

Unauthorized 
Code Access 
and Cloning

Krypto®
Encrypted Access

Unauthorized 
Code Access 
and Cloning

• Volatile
• Temporary block  
   write protection
• Software and
   hardware

• Read protection
• Non-volatile
• 64 bit access
• MCU/memory
  authentication
• Permanent block
  protection

• Read protection
• MCU/memory 
   authentication
• Non-volatile & 
   irreversible
• Permanent block 
   write protection
• Software and
   hardware

• Volatile/non-volatile
• Temporary block 
   write protection
• Software and
   hardware

• Non-volatile/
   irreversible
• Permanent block 
   write protection
• Software and
   hardware

Accidental Code 
Modification

Malicious Code 
Modification

Block Locking One-Time 
Programming (OTP)

• Volatile/
   non-volatile
• 64 bit 
   password
• Write/erase 
   modification
• Software and 
   hardware

Accidental &
Malicious Code
Modification

Password 
Protect
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